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FOREWORD BY THE SECRETARY-GENERAL

Foreword by the Secretary-General

Large-scale disasters of the past few years — such as the terrorist attack of
September 11, 2001, the appearance of previously unknown infectious diseases,
unusually extensive flooding in large parts of Europe, devastating bushfires in
Australia and violent ice storms in Canada - have brought home to OECD
governments the realisation that something new is happening. Such “mega-risks”
have the potential for inflicting considerable damage on the vital systems and
infrastructures upon which our societies and economies depend, and create serious
difficulties for traditional risk management and risk-sharing actors, such as the
insurance industry. Preparing to deal effectively with the hugely complex threats of the
21st century is a major challenge for decision makers in government and the private
sector alike, and one that needs to be addressed as a matter of urgency. This report on
emerging systemic risks is an important contribution by the OECD to a better
understanding of the changing nature of risks and to identifying the kind of policy
actions that will need to be taken.

Donald Johnston
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PREFACE

Preface

What is new about major risks in the 21st century? Recent years have witnessed
a host of large-scale disasters of various kinds throughout the world: hugely damaging
windstorms and flooding in Europe and ice storms in Canada; new diseases infecting
both humans (AIDS, the Ebola virus) and animals (BSE); terrorist attacks such as
those of 11 September 2001 in the United States and the Sarin gas attack in Japan;
major disruptions to critical infrastructures caused by computer viruses or simply
technical failure. These are just some of the extremely costly disasters that have struck
over the past few years. And yet, it is not just the nature of major risks that seems to
be changing, but also the context within which they appear and society’s capacity to
manage them. The forces shaping these changes are many and varied. For example,
weather conditions appear to be becoming increasingly extreme. The population
density in urban centres and concentrations of economic activity in certain regions
are rising, rendering these areas more vulnerable. Globalisation in all its dimensions
— economic, technological, cultural, environmental — is growing apace and increasing
interdependence, making it all the easier for dangerous pathogens, pollutants and
technical failures to spread. Equally important, the frontiers of scientific discovery and
technological innovation are expanding at breathtaking speed, confronting society with
unknown (indeed, unknowable) impacts, and therefore immensely difficult choices. If
the past is any guide to the future, these trends are set to continue.

This report, produced by the OECD’s International Futures Programme (IFP),
explores the implications of those developments for the economy and society in the
21st century, focusing in particular on the possibility of major systems becoming more
vulnerable in the future. Health services, transport, energy, food and water supplies,
information and telecommunications are all examples of sectors with vital systems
that can be severely damaged by a single catastrophic event or chain of events. Such
threats may come from a variety of sources, but the report concentrates on five large
risk clusters — natural disasters, technological accidents, infectious diseases, terrorism-
related risks, and food safety. It examines the underlying forces driving changes in
these domains and identifies the challenges facing OECD countries — especially at
international level - in assessing, preparing for and responding to conventional and
new hazards. It also sets out a number of recommendations for governments and the
private sector as to how the management of emerging systemic risks might be
improved. Importantly, it advocates a coherent approach to management, and
proposes policy tools for achieving that objective.
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PREFACE

The project was carried out by an OECD Secretariat team in the International
Futures Programme, which reports directly to the OECD Secretary-General. The IFP,
created in 1990, has long experience in forward-looking, multidisciplinary activities
that helped to lay the groundwork for this project. By organising international
conferences and projects — with governments, business and civil society participating —
on such themes as long-term prospects for the world economy, the future of
international air transport, OECD societies in transition and 21st century technologies,
it had the means and opportunity to track on an ongoing basis a wide range of future
trends. Eventually and inevitably, attention came to focus on the changing nature of
major systemic risks. Conceived and designed in 1999/2000, the two-year risk project
— the first cross-sectoral study of its kind at the OECD — was completed at the end
of 2002.

The work was overseen by a Steering Group whose membership (see Annex 1)
consisted of high-level representatives from 19 governmental departments and
agencies, seven corporations, and three international organisations. The Secretariat’s
work benefited considerably from substantive contributions provided by members of
the Steering Group. It also benefited from the input of leading experts in the field of risk
management (Annex 2) and from the knowledge and advice of colleagues in various
OECD Directorates and Agencies (Annex 3), notably the Nuclear Energy Agency, the
Directorate for Public Governance and Territorial Development, the Directorate for
Science, Technology and Industry, the Environment Directorate, the Directorate for
Financial, Fiscal and Enterprise Affairs, and the Directorate for Food, Agriculture and
Fisheries.

This publication brings together the analytical work conducted as a key element of
the project and the policy recommendations. The report reflects a broad consensus
among the members of the Steering Group on the principal analytical findings and
recommendations. Michael Oborne, the IFP’s current Director, and Wolfgang Michalski,
who directed the IFP until November 2001, chaired the meetings of the Steering Group.
The initiator, promoter and co-ordinator of the project was Pierre-Alain Schieb;
Barrie Stevens directed the preparation of the report and also wrote parts of it;
Reza Lahidji was the principal author of the report, and co-ordinated inputs both from
external experts and from the in-house support team. This team consisted of
Patrick Love, Marieke Cloutier, Federica Marzo and Stefanie Kage. Anita Gibson
assisted in promoting the project and, together with Geraldine Lynch, Marie-Ange Sicaire,
Lucy Krawczyk and Concetta Miano, provided secretarial and logistical support.
Randall Holden edited the text.

The publication is made available on the responsibility of the Secretary-General
of the OECD.
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INTRODUCTION AND SUMMARY

Introduction and Summary

Every day, people face a variety of risks that may result in damage to what
they value: their life, their health, the lives and health of others, their property,
or the environment. Some of these risks affect individuals but have only an
isolated impact on society - car accidents are an example. Others, however,
may be on a much larger scale and their effects may spread much further. This
report is concerned with the latter, more specifically, with those risks that
affect the systems on which society depends - health, transport, environment,
telecommunications, etc. Five categories of such risks are addressed: natural
disasters, industrial accidents, infectious diseases, terrorism, and food safety.
The report does not deal with systemic risks to markets, notably to financial
markets, although some aspects of financial systems are considered in the
analysis.

Important changes to major risks are expected to take place in the
coming decades. The forces driving change are many and varied, ranging from
environmental and technological to demographic and socioeconomic. They
are set to alter significantly a wide range of risks, and also the context in
which such risks are managed. The Futures Project on Emerging Systemic
Risks, conducted between 2000 and 2002 as part of the OECD's International
Futures Programme, aimed to identify these trends and to propose a
framework for studying and managing risks as they evolve in new directions.
The findings of the Project are published in this report.

The approach and structure of the Report

The methodology adopted in the Project is an unconventional one. It
uses a combination of approaches. First, it endeavours to tackle the issue of
systemic risks in a future-oriented manner by examining the trends and
driving forces shaping the risk landscape in the next few decades. Second, as
the title of the Project indicates, it looks at the vulnerability of vital systems.
And third, it examines a broad range of major risks across almost the entire
risk management cycle, thereby aiming for a truly holistic approach.

Chapter 1 of the report sets out the scale of the growing problem of
emerging systemic risks and the factors underlying their development. The
increasing incidence and impact of natural, technological and health-related
hazards are examined for a number of selected risk areas. This is followed by
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a review of the main driving forces and prospects for the changing nature and
context of risks, which leads to the identification of a set of cross-cutting
issues deemed critical for the management of risks in the years to come.

In Chapters 2 to 5, the key issues identified in Chapter 1 are examined in
light of the implications they hold out for the various elements of the risk
management cycle, i.e. risk assessment; risk prevention and mitigation,;
emergency management; and recovery issues ranging from business
continuity, liability and compensation to experience feedback. Greater
concreteness is added by integrating into each of the chapters five case
studies that set the context for the analysis in five areas of risk management:
flooding, nuclear accidents, infectious diseases, terrorism and food safety.
Moreover, the report draws on a wide range of specific illustrations, from
space technologies and the protection of critical infrastructures to
xenotransplantations, the production of chemicals and tanker accidents.

Chapter 6 offers an action-oriented agenda for decision makers in the
public and private sectors and elsewhere in society. It draws conclusions from
the analytical work in preceding chapters —in particular, that emerging
systemic risks require a systemic response — and recommends measures that
aim to: adopt a new policy approach to risk management; develop synergies
between the public and private sectors; inform and involve stakeholders and
the general public; strengthen international co-operation; and make better
use of technological potential, enhancing research efforts.

Driving forces and key issues

The changes likely to affect risks and their management in the coming
years will occur in four contexts: demography, the environment, technology,
and socioeconomic structures. These will reshape conventional hazards and
create new ones, modify vulnerability to risks, transform the channels
through which accidents spread, and alter society's response. Different forces
acting on the same risk can neutralise each other's effects, or reinforce each
other for a compound effect.

What forces modify systemic risks?

Demography

World population is projected to increase to 9 billion by 2050, versus
today's figure of 6 billion. Practically all that growth will be in the developing
countries of Asia and Africa. This will put increased strain on resources and
systems that are already insufficient in many cases.

Those 3 billion additional people will almost all live in cities. Large
concentrations of population and assets in megacities increase the potential
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impact of negative events, particularly where planning procedures are
inadequate. In many cases these cities are already experiencing difficulties in
providing basic services such as transport or waste treatment.

There are also significant changes in the age structures of populations. A
third of the population in the developed countries will be aged over 60 by 2050
- versus 19% in 2000 - and a similar evolution is projected for the developing
countries, in some cases at a later date. Older populations are more vulnerable
to certain risks (e.g. epidemics), and their attitudes could have an impact on
how risks are perceived and managed.

Finally, migration will probably intensify. At present, international
migration mostly concerns population movements within developing
countries. While these movements will continue to involve high numbers, by
2050 South-North migration might become the norm. Within developing
countries, mass migration is often the direct result of extreme poverty and/or
of a catastrophe (war, natural disaster), and in turn contributes to aggravating
risks (e.g. through the propagation of infectious diseases).

The environment

The earth's climate is changing and will continue to do so. Human
activities and related greenhouse gas emissions are increasingly understood
to be the cause of global warming. Driven in particular by worldwide
population and economic growth - and the underlying energy production and
consumption patterns - CO, emissions are projected to increase by one-third
in OECD countries and to double in non-member economies from 1995 to
2020. Meeting Kyoto targets will require reducing greenhouse gas emissions in
OECD countries by 20% to 40% in 2020 compared with reference scenario
projections. While the effects of global warming vary considerably from region
to region, and may indeed be beneficial in some cases, the frequency and
intensity of extreme events such as drought and storms is expected to
increase.

Water will be increasingly scarce. Over half of the 12 500 km? of freshwater
available for human use is already used and 90% will be used in 2030 if current
trends continue. With present consumption patterns, two-thirds of the
world's population will live in water-shortage conditions by the year 2025.
Already today, 1.4 billion people do not have direct access to drinking water and
over 3 billion people do not benefit from safe purification plants. Worldwide,
polluted water is already estimated to affect the health of about 1.2 billion
people and to contribute to the death of about 15 million children aged under
five every year. Absence or inadequacy of sound water resources will
increasingly play a role in weakening the health of populations and amplifying
infectious disease outbreaks in the future.
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Reduction in bio-diversity could well be another trend with dramatic
consequences. Bio-diversity offers an ecosystem higher stability and
resilience. In agricultural areas, it has been reduced by the intensification and
uniformisation of crops. Changes in land use patterns also tend to reduce
diversity, e.g. the draining of wetlands or clearing of forests.

Technology

Technological change can reduce some risks while aggravating others or
even creating new ones. Three aspects of emerging technologies will influence
risk: connectedness; the speed and pervasiveness of technological change;
and the fundamental changes in the landscape they might induce.

Regulatory change and the development of transport, trade and
information systems mean that many activities depend on the interaction of
a variety of actors within networks, often at a global scale. With regard to risk
this is positive, to the extent that information gathering and processing are
facilitated, as are contacting victims and organising help. But connectedness
also multiplies the channels through which negative consequences can
propagate.

Successful new technologies may quickly replace those existing, and the
need to conquer markets may supersede thorough consideration of all the
implications. The scare surrounding the “millennium bug” illustrates how a
seemingly innocuous decision (in this case the way dates appear in
computers) could have far-reaching consequences many years ahead.

Some emerging technologies change living matter, and represent an
unprecedented potential to change the environment. They are even starting to
challenge the definition of “living”, and could ultimately change the whole
notion of “human”. While the hope is that biotech (for instance) will improve
living conditions and the quality of life, it can be argued that the long-term
consequences of interfering at such a basic level are impossible to evaluate
given the present state of knowledge. Some could also argue that irreversible
damage could be done before the danger is understood or when it is too late to
stop it.

Socioeconomic structures

Vulnerability to and perception of risk in society are evolving.
Government's role in directly managing the economy has been shrinking over
several decades, and especially in the past twenty years - through
privatisation, deregulation and regulatory reform. Attitudes and policy are
increasingly influenced by international bodies, corporations, and non-
governmental organisations as well as by government, and risk management
can be impaired by conflicts of interest among the various actors.
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In some sectors, globalisation, competition and technological change
encourage larger scales and higher degrees of economic concentration. This
can increase vulnerability to shocks if a vital component is damaged and no
alternative is readily available.

Poverty has persisted and in some cases increased in recent years. The
living conditions of the poor render them more exposed to risks, but poverty
and income gaps also have indirect impacts on risk, in that they fuel social
tensions and weaken the social cohesion needed to assess and respond to
potential dangers.

Finally, the public's perception of risks depends on the mass media rather
than on expert opinion, and the tendency in these media is shifting away from
information and towards entertainment. As a result, issues are framed in
terms that are readily assimilated rather than informative (mad cow disease for
bovine spongiform encephalopathy, Frankenstein foods for foods containing
genetically modified organisms). Poor communication can turn a crisis into a
major disaster, especially if decision makers are slow to react or are discovered
to have lied.

What issues do these forces raise for the future of risk management?

The influence of these forces on risks and risk management in the future
is expected to be complex. To have a holistic view of their dynamics, it is
important to identify the key issues that could challenge risk management.
These fall under five headings: heightened mobility and complexity;
increasing scale and concentration; a changing context and major uncertainties;
shifting responsibilities; and the importance of risk perception.

Heightened mobility and complexity

The openness and connectedness of systems and the mobility of people,
goods, services, technology and information increase the number of potential
interactions that can generate or influence a hazard. Risks become more
complex. At the same time there is greater awareness of the complexity of the
world itself (e.g. of natural or social processes), and of the need to better
account for that complexity when considering risk issues.

A number of methodologies have been developed to cope with such
complexities. Some methods used to assess and manage safety inside complex
engineered systems, for instance, adopt a comprehensive approach to risk. In
particular, they emphasise the transmission mechanisms through which a
hazard spreads and amplifies, as well as the variety of consequences it
generates, in both the short and long terms. This report uses a similar approach
to analyse the challenges facing risk management in the years ahead.
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Increasing scale and concentration

A number of current evolutions point towards reduced diversity and
increasing scales, in domains such as the economy (market concentration),
urbanisation (megacities), and the environment (loss of bio-diversity). Diversity
helps the management of risks by spreading them over space and time.
Concentration, on the contrary, aggregates risks, and often makes them more
difficult to manage. Therefore, the consequences of concentration in terms of
vulnerability to major hazards might become a major issue in coming years.
Policies promoting diversity and differentiation could present themselves as
necessary complements to existing risk management strategies, for instance
when it comes to critical infrastructures. Risk management tools (from backup
facilities and rescue services to insurance schemes) will have to be adapted to
the large-scale disasters that could occur as a result of concentration.
Governments will have a crucial role to play in developing adequate tools.

A changing context and major uncertainties

As a result of the variety of forces described above, many hazards could
change in the near future with regard to their frequency or to the damage they
could cause. Floods, infectious diseases and terrorist acts are only three
examples of the many risks that have seemed to depart quite significantly
from past records in recent years. Therefore, if risk management is essentially
based on past experience - as is often the case - it could be confronted with
numerous “surprises”. Risk management strategies need to better incorporate
forward-looking methods, and in particular to evaluate and understand the
impact of the driving forces of change.

In some cases, however, monitoring ongoing evolutions in risks can be an
impossible task for science. Such is the case, for instance, when a new
technology like xenotransplantations emerges, or when complex processes
such as the global climate are at work. Risk management might be faced with
major uncertainties more often than in the past, and will therefore need an
adequate framework to deal with these cases.

Shifting responsibilities

The changing role of the state as well as decentralisation and societal
change have deeply modified governance in all OECD countries, notably in the
area of risk management. While the traditional management modes are thus
probably less effective, a new policy framework has not yet been properly
defined. A large range of tools are available for risk policy - from provision of
information and partnerships to fiscal incentives and tort law — but their
efficient use is a challenge in itself. Some tools need to be further developed and
enhanced. New roles and responsibilities in handling risks and ensuring safety
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will need to be adequately defined and enforced. This will entail, in particular,
clarifying the reasons for risk management failures, and understanding the
influence of general organisational and environmental factors.

In addition, many emerging systemic risks are global by nature. This
means that national strategies will likely face serious difficulties, and that
international solutions adapted to each case will need to be developed, from
exchange of best practices and co-operation to more binding agreements.

The importance of risk perception

Nowadays, attitudes towards risk can constitute a major part of the risk
issue. In cases such as the bovine spongiform encephalopathy crisis of the late
1990s in Europe, for instance, a large share of the total costs incurred were due
to society's reaction to a perceived risk rather than to the physical reality of
the risk itself. At the same time, the traditional view according to which
people have irrational attitudes towards risk and the role of policy is to
educate them has lost some ground.

Risk issues are now understood as complex social issues, where a variety
of stakeholders can have differing - though equally legitimate - standpoints.
How the diverse views are considered and integrated into policy making, how
issues and decisions are communicated, and how the media and society at
large receive and use that information have become integral components of
risk management.

Risk assessment

Risk assessment consists in identifying and evaluating each step of a
trajectory — from the origins of a hazard to its final consequences for a given
system. It is an essential element for deciding whether and how risk needs to
be avoided, reduced or accepted. Both as a scientific process and as input for
decision making, assessment of emerging systemic risks faces a number of
challenges.

Difficulties in assessing risks scientifically

Risk assessment has gradually mobilised a large amount of scientific
knowledge sourced in a variety of disciplines, and developed sometimes
sophisticated and increasingly reliable methodologies and tools.
Notwithstanding these achievements, a number of limitations are likely to
lead to difficulties.

o Existing assessments are based on models, which are sometimes far from
reproducing real-world conditions accurately. In many risk areas, for
instance, the model is a recording of past occurrences rather than a formal
evaluation of the various upstream interacting processes influencing risk.
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Butin a context where underlying conditions are changing, past experience
might be misleading.

o Equally, most models assume a more or less linear relationship linking a
hazard from a well-identified source to a single endpoint; they thus appear
inadequate to explain and predict complex phenomena.

o Long-term consequences and impacts outside the system studied are
usually neglected, since the system is assumed to be self-contained in
space (physical or operational) and time.

o Human behaviour is a prevailing risk factor in most cases, but is difficult to
evaluate. Faced with that difficulty, existing assessment methods often
ignore human factors or use simplistic or standardised models of
behaviour. When analysing the causes of accidents, it is tempting to
concentrate on what is readily identifiable and quantifiable —e.g. the
actions of a final operator who “causes” the accident — and to neglect
aspects that might be more important but are difficult to quantify, such as
organisational structure.

As these examples show, risk assessment must recognise the plurality of
factors involved, some of which are undergoing fundamental change, and
account for the range of impacts risk can have. This means that risk
assessment will need to combine knowledge coming from a larger variety of
disciplines and areas of expertise, and pay increased attention to changing
conditions. On a technical level, improved methods are gradually emerging,
such as integrated approaches that can cope with interactions and
nonlinearity; probabilistic methods that allow variability and uncertainties to
be incorporated; and geographical information systems that can provide
socioeconomic data on populations at risk and help manage information at
the appropriate scale.

A risk management decision framework

But adequate understanding of a given risk is not an end in itself. It is an
input - among others - to decision making. Indeed, the task of the decision
maker is to determine the level of risk that is appropriate from the
community's standpoint in a situation where resources are limited and
scientific understanding of the issue may be incomplete and opinions and
interests contradictory. As recent examples of emerging systemic risks show,
the task could gradually become extremely challenging.

o It is important that resources for risk reduction are allocated as efficiently
as possible. As it happens however, rationalising the use of resources (for
instance through cost-benefit analysis) is often hampered by scientific
uncertainty and by the absence of consensus in society as to the value
issues involved.
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o Risk assessment has to deal with various kinds of uncertainty. Because of
the complexity of causal relations and gaps in data, emerging systemic risks
often can involve large gaps in the very understanding of the phenomena at
work. This kind of uncertainty, which often goes hand in hand with
scientific controversy, is extremely difficult for policy makers to address.

o The proponents of a “technical” approach to risk management have long
considered that the public's perceptions were unfounded and should not
interfere with the objective assessment of risks. At the same time it is
increasingly accepted that although the public perception of risk can be
wrong (for instance if it is distorted by orchestrated campaigns by vested
interests), there is no objective and unique measure of risk. Risk has a
multitude of dimensions, some of which involve ethical considerations. A
number of different views can thus be pertinent and legitimate, and
confronting this variety of standpoints is part of risk management.

To address these issues, decision-making tools and processes need to
clarify the respective contributions of facts, values, and uncertainties. They
also need to satisfy more than one objective (e.g. using resources efficiently
and meeting public expectations), and often in a situation where the different
objectives are competing. It is possible to develop a framework for dealing
with uncertainty and conflicting values and interests while trying to maintain
consistency. Three components form the basis.

The first is the notion of precaution, as set out in the 1992 Rio Declaration
on the environment and development: “Where there are threats of serious and
irreversible damage, lack of full scientific certainty shall not be used as a
reason for postponing cost-effective measures to prevent environmental
degradation”. Two pitfalls have to be avoided when putting into practice the
notion of precaution: using it as a substitute for scientific risk assessment, and
using it as an alibi for circumventing agreements on free trade. An
international understanding of precaution-based strategies of risk
management is required, notably their legal aspects.

The second element is decision analysis, a methodology for
systematically evaluating the various facets of a decision problem. Decision
analysis has the advantage of determining the acceptable level of risk within
the context of the problem, in conjunction with the best management option
for this context. In that framework, there is no established preference for one
particular conception of risk, or for one type of solution (e.g. technical
responses rather than trust building).

Thirdly, it is increasingly acknowledged that risk assessment must
encompass a wide spectrum of possible harms and losses, and recognise that
the interests and attitudes of elected officials, experts, the public and firms
may be very different. Where a consensus cannot be achieved, the minority is
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more likely to support the final decision if it has been involved in the decision-
making process. This process should involve the two discrete but linked
aspects of analysis and deliberation.

Risk prevention

Risk prevention and mitigation aim at preventing accidents and
disasters, or at reducing their consequences before they occur. This can be
achieved by protecting systems and reducing their vulnerability to specific
hazards on the one hand, and by improving the way society handles risk
through an enhancement of its safety culture on the other.

Protecting systems in advance

Protective strategies of prevention can use a variety of tools: early
warnings and alert procedures, various forms of shields, redundancies,
backup mechanisms, etc. They will face a number of challenges in the future:
more extensive and timely information will be needed; both domestically and
internationally, co-operation and co-ordination will have to be intensified;
backup schemes will have to be developed more thoroughly in key systems;
the resilience of critical infrastructures will become crucial.

Common factors across the entire spectrum of emerging systemic risks
are the need for information gathering, early warning, and timely
identification of vulnerabilities. In some areas - e.g. nuclear accidents, natural
disasters (hurricanes, flooding) and infectious diseases — a number of sound
monitoring and early warning mechanisms are in place, especially in
developed countries.

The growing interdependence of economies and societies across the
globe, however, means that emerging risks in developing countries, where
monitoring and early warning systems are often inadequate or nonexistent, can
rapidly spread. That makes it imperative to strengthen international co-operation
and co-ordination so as to transfer knowledge, skills and technologies and
thereby close potentially dangerous loopholes in the overall coverage of the
monitoring effort. The prospect of new threats in the form of drug-resistant
diseases, cyber-terrorism, bioterrorism, etc. only serves to underscore this
urgent need.

Measures to protect systems or at least boost their resilience to
disruption and/or attack fall into two broad categories: steps designed to
strengthen vulnerable points in the system (e.g. constructing dams, building
protective shells around nuclear power plants), and steps to make the
“architecture” of the system, an increasingly key element, more resilient.

In both critical infrastructures and other complex systems such as
hospital centres, the presence of redundancy in the system can be key to its
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robustness. Thus, in case of failure of the primary mechanisms or processes
(e.g. disruption of fully automated air traffic control, failure of front-line safety
mechanisms in nuclear power plant operation, swamping of emergency
medical facilities), backup systems are available to take up the strain.
However, to the extent that tighter criteria of economic efficiency apply in
overall economies, the principle of in-built system redundancy may be called
increasingly into question.

Terrorist attacks, cyber-crime and certain natural catastrophes highlight
the need to design critical infrastructures with their growing interdependence
in mind. Particularly in energy, information/communications and transport,
even minor disturbances can snowball into major disruptions. Among the
issues examined in this chapter are the growing reliance in some activities on
commercial, highly standardised off-the-shelf technology; lack of diversity in
system providers; and the security trade-off involved in decisions to centralise
or decentralise networked systems.

Framework conditions of risk prevention

Society's success or failure in managing risk is not only a question of
specific prevention and mitigation measures, but also of its “safety culture”,
its attitudes towards risk and safety at every level of decision making. In
practice, it is often difficult to have a holistic view on safety because each of
these levels is scrutinised by a different discipline. Safety culture is shaped by
a multitude of factors, such as the manner in which safety regulations are
implemented and enforced, the risk-related impacts of taxes and subsidies,
tort and liability law, insurance and information on risks.

Frameworks for managing risk range from centralised command-and-
control methods to decentralised self-regulation. Although these frameworks
can vary widely from one country or risk area to another, they are nearly all
influenced by two developments. First, centralised modes of risk management
have become less effective. The command-and-control approach emphasising
individual compliance to rules are less adapted to modern, largely
decentralised economies and societies. In particular, complexity makes work
flows and production processes difficult to break down into readily codifiable
items, as needed in top-down safety procedures. The second major trend is a
greater role for tort law and insurance, which seek to create optimal incentives
with regard to attitudes towards risk ex ante (e.g. prudence dictated by the
prospect of being found liable), and provide redress to victims ex post. Liability
exposure is nowadays increased by a number of legislative developments, and
more frequent appeals to the tort system within an emerging “claim culture”.

In such a context, systemic risks create particular challenges for risk
management.
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o Individuals and organisations have greater responsibilities in the
management of risks, but are often not aware of these responsibilities, or
not sufficiently informed about risks. Risk awareness and preparedness
have become more important than they were in the past. Within a system,
this means in particular that information has to be shared in real time
among all the relevant actors, to provide feedback on the safety
implications of decisions and to enable realistic safety boundaries to be
established.

« Safety contributes to competitiveness in the long term, but costs related to
safety expenditures are usually immediate, while benefits only materialise
through time. Therefore an increase in competitive pressure can mean a
reduction in the safety budget, leading to poorer safety performance.
Particularly in public utilities, it is often necessary to clarify the regulatory
framework with regard to safety obligations.

o This last point also applies to governments. Faced with fiscal constraints,
they may be tempted to reduce spending on activities such as infrastructure
maintenance or training of personnel; that impact may not be felt in the
short term, but can over time lead to a significantly reduced ability to manage
risks. In addition, some existing policies actually increase risk, e.g. tax
policies or subsidies that lead to harmful consequences for the
environment.

o Recent evolutions in tort law aimed at improving compensation of victims
(notably the weakened concept of negligence) might gradually reduce
incentives for risk prevention. In many cases, liabilities established ex post
by courts are quite difficult to predict ex ante. When liability has not been
anticipated, as with retroactive applications of law, tort law no longer holds
its preventive function. On the other hand, serious potential risks linked to
the development of new products and techniques cannot be ignored. In
some cases the possibility of retroactivity creates a reasonable incentive, as
long as it is clearly stated ex ante.

Emergency management

Effective response will depend not only on actions immediately prior to,
during and in the aftermath of a disaster but also — importantly — on pre-existing
plans, structures and arrangements for bringing together the efforts of
government and voluntary and private agencies in a comprehensive and co-
ordinated way. Challenges for the future can be grouped around the following
themes: the use and potential of new and emerging technologies for collecting
and spreading information; the importance of effective monitoring and
surveillance; planning and co-ordination of emergency responses; managing
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the media; containing damage propagation once disaster has struck; and
international co-ordination of emergency operations.

Collection of/ access to information

New technologies, in particular high-performance and distributed
computing, satellite observation and imagery, mobile communications, and
the Internet hold the prospect of significant benefits to emergency
management if their potential contributions can be realised. But those
employing them face a number of obstacles — uneven distribution and access,
possession of the requisite skills, the technologies’ systemic vulnerability and
lack of reliability in emergencies and, last but not least, their frequent inability
to furnish data and information that are comprehensible and of use to
practitioners on the ground.

Effective surveillance

Those and other technologies form part of the world's much enhanced
capacity for hazard surveillance. However, despite considerable progress in
surveillance structures in areas such as chemical and nuclear hazards,
weaknesses remain - particularly when it comes to relatively new systemic
risks such as terrorism and emerging infectious diseases. Where surveillance
systems for such new risks are based on pre-existing structures that are
themselves deficient (such as fallible national health systems), the risks and
challenges for the future may well be magnified.

Efficiency and effectiveness of emergency services

Planning and co-ordination of emergency operations pose other issues.
Although response can only be anticipated and planned to a certain extent, a
number of generic conditions contribute to increasing its effectiveness: risk
awareness within the community, familiarity and regular interaction among
the various organisations responsible for emergency operations, trust and
confidence in the relevant decision-making authorities, and political
leadership. Still, emerging systemic risks such as bio- and cyber-terrorism or
new infectious diseases could pose particular challenges to the planning and
co-ordination of emergency responses. In part this is because the sheer scale
of the disaster may place intolerable strains on the emergency services,
incapacitate those involved in the operations and, more fundamentally, call
for more innovative approaches to problems of logistical complexity,
timeliness of damage containment measures, and so on. In part, however, new
risks may also imply higher levels of decision making, i.e. at national and
international levels.
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Communication with the public and the media

The difficulty with the (inevitable) involvement of the media in disasters
is that it tends to be a two-edged sword: on the downside, they may converge
on the disaster site and hamper emergency operations, contribute to the
propagation of disaster myths, or release erroneous reports; on the positive
side, they may be essential for disseminating warnings or communicating
information on mitigative action. The key with media would appear to be for
authorities to build positive relationships in planning and operations at a very
early stage, notably the disaster preparedness phase, and to have clear and
coherent plans for interacting with the media as a disaster unfolds.

Disaster containment

In the damage limitation phase, two factors stand out. The first is the
continuing assessment of the situation through efficient, dependable
information collection and analysis. The second is the resilience of the
emergency management systems, organisations and mechanisms to the
impact of the disaster, for instance the coping capacities of primary health
care or the reliability of mobile communications.

International co-ordination

Finally, as the globalisation process links countries, markets, sectors,
people and cultures ever closer together, co-ordination of disaster response at
international level takes on particular importance. Clearly there are still many
problems related to matching the international response to the severity of the
emergency, providing timely information to partner countries, addressing
legal issues raised by emergency co-operation, etc. Reasons may be poor
informational infrastructure or notification, tardy co-ordination of relief
operations leading to under-response, unco-ordinated relief measures
resulting in over-response, or the absence of guidelines and structures for
minimising the disaster spillover effects on other countries.

Recovery issues

Recovery issues considered in the report are related to minimising the
final costs of a disaster once it has struck, and after emergencies have been
treated. Psychological and societal impacts have to be managed smoothly.
Liabilities and compensation have to be determined as quickly and equitably
as possible, and the availability of affordable insurance coverage needs to be
secured. Finally, lessons have to be drawn from past inadequacies and failures.
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Recovering from a disaster

Emerging systemic risks frequently create new challenges for recovery
management due to their novelty and the extent of damage they cause. For
example, secondary consequences can be much more devastating than direct
ones because of the inability of certain parts of the economy to return to
normal functioning, and because the public may “amplify” the risk by
withdrawing trust in the authorities or stigmatising a product or technology,
as happened to beef during the BSE crisis. Two issues are key to coping with
the trauma of a disaster and minimising indirect costs: ensuring that systems
vital to business continuity are not disrupted; and preventing panic, restoring
trust, and avoiding stigmatisation.

o Insurance is reaching its limits as a response to business interruption
because of the scale of potential losses and the indirect aspects that are not
covered. Risk management strategies are thus increasingly based on
business continuity, which depends to a large extent on avoiding disruption
to vital systems (health, energy, telecoms, etc.). But even in OECD countries,
vital systems may not always have the capacity to cope with the
consequences of a large-scale disaster. Given the interconnectedness of the
various components of the economy, the economic consequences of a
single failure can spread widely beyond the immediate geographical area or
business sector directly hit. Business continuity plans thus require a broad
range of partnerships — both geographically, since international co-operation
may be needed, and organisationally, to mobilise resources from public
agencies, NGOs, private firms, the armed forces, etc.

e Accidents are often perceived as a betrayal of trust, and the social
amplification of risk is closely linked to how the public perceive the risk
management authorities. Trust has to be founded on information, education,
and protection. Communication that merely provides quantitative
information to prove that fears are exaggerated will generally have little
impact. Communication strategy has to understand how the fear is
generated and why it spreads. Steps should also be taken to prevent events
that lead to stigmatising, even if this means investing sums beyond what
formal cost-benefit analysis would indicate. Educating the media and risk
managers about the origins and consequences of stigma is primordial.
When stigma cannot be prevented, its victims should be protected, e.g. by
guaranteeing a minimum price for healthy livestock during an epidemic.

Insurance issues

The past twenty years have seen a dramatic increase in insured losses,
due to several factors: better insurance coverage, broadening of the concept of
liability, the growing scale of some disasters, etc. This trend may threaten the
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long-term ability of the insurance industry to provide cover for cases involving
large-scale losses due to natural, industrial and (now) terrorism-related
causes. This is complicated by the fact that most emerging systemic risks are
difficult to predict and damage involves uncertain causal relationships, while
actuarially fair premiums are particularly difficult to determine. Moreover,
past experience is of little help in predicting future occurrences. The
11 September attacks on New York and Washington illustrated how difficult it
gets to provide insurance against emerging systemic risks, which are difficult
to predict, offer little scope for diversification, and require huge financial
capacity.
Possible strategies for the insurance industry include:

o Liability caps, which do not allow for complete compensation and may not
fully internalise the costs of harmful activities.

e Using financial market instruments that transform existing insurance
contracts into securities.

o Adapting policy conditions, e.g. by excluding certain risks or stipulating that
the contract may be annulled by future changes in liability law.

e Having recourse to public intervention through the introduction of
compulsory insurance for specific branches, the establishment of public or
semi-public pooling arrangements, and the call for the state to act as an
insurer of last resort.

Learning from disasters

o In the aftermath of a disaster, the attention of the public and the media are
at their highest point. A unique window of opportunity then opens for
improving the knowledge of new risks, for overcoming inertia and
resistance in order to improve the assessment and management of risk, and
for avoiding the recurrence of similar disasters.

o Learning from disasters entails analysing all phases of risk management in
the light of experience, and answering questions such as:

o Are there any precursors to the occurrence of a hazard, and how can they be
observed in the future?

o Did the occurrence of the hazard correspond to earlier assessment?
o How did the disaster spread, and whom did it affect?

o How did people react, and were warning signals received?

o Were there any unexpected factors of vulnerability?

o Which social and economic trends contributed to creating vulnerabilities,
and can they be better managed?

o Which protections failed, if any, and why?
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o Were there effective incentives to avoid or mitigate risk, and in particular
was the legal framework conducive to appropriate risk prevention?

Beyond examination of such questions, however, systematically
organising feedback and ensuring that corrective measures are actually taken
can prove particularly challenging. In the case of major infectious diseases, for
instance, important lessons have been learned that yield very encouraging
results when applied. However, implementing them more systematically
continues to face numerous problems.

Conclusions and recommendations: An action-oriented agenda

The analysis presented in the foregoing chapters provides general
recommendations for action in five major directions. Together, these
constitute a framework for a systemic response to emerging systemic risks:

1. Adopt a new policy approach to risk management.

e Adopt a broader view on risk. For instance, place additional emphasis on
bringing together specialised knowledge in every aspect of risk issues
(from “hard” sciences to psychology, sociology and economics), both by
building more diversified competencies within risk management
structures, and by enhancing dialogue between scientific disciplines.

o Examine policy consistency across risk areas. Develop decision improvement
processes aimed at targeting an accepted level of risk; prioritise risks; and
exchange information and share best practices among sectors.

o Improve the coherence of risk management. It is in particular necessary to
improve understanding of how the various elements of regulation (or the
absence thereof) shape behaviours and contribute to the final risk
picture. Only on the basis of such an improved understanding can a
strategy for risk management be defined consistently, and the most
appropriate mix of risk policy instruments be chosen.

2. Develop synergies between the public and private sectors.

o Get the incentives right. Take account of the consequences policy measures
could have for risk behaviour as a constant element of policy design.
Equally, clarify the legal frameworks surrounding a producer's liability
and responsibilities in risk assessment when a new product or
technology is marketed.

o Enhance the role of the private sector in risk management. Encourage self-
regulation as a complement to traditional control measures, notably by
developing dialogue between regulators and operators to ensure that
rules and norms are appropriate.

e Address the issue of increasing scale through co-operation and promotion of
diversity. Infrastructure, public procurement and competition are policy
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areas (among others) where governments could effectively support
diversification and combat the heightened vulnerability that may be
associated with concentration.

3. Inform and involve stakeholders and the general public.

o Develop risk awareness and a safety culture. The development of a safety
culture requires information not only to be accessible to local authorities
and the general public, but also to be usable and actually used by them.
The media, schools, hospitals, and NGOs can play important roles in that
respect, but public authorities have a leading role to play through
adequate risk communication, notably during the window of opportunity
opened by a disaster.

e Enhance dialogue and build trust. Ensure, through institutional
arrangements, that risk assessments are credible -i.e. based on solid
grounds, effectively communicated, and free of any link to policy
decisions. At the same time, make it clear that scientific assessment
although the basis of risk assessment, is one of several inputs in
decision making, and that the quest for the best expertise should not
delay action.

4. Strengthen international co-operation.

o Achieve Dbetter sharing of knowledge and technologies across countries.
Contribute to closing the gap in capacity to manage major risks between
advanced and developing countries by gradually expanding information-
and technology-sharing agreements to new players.

o Enhance international systems of surveillance and monitoring. For example,
co-ordinate regular exchanges of views and experiences among countries
on improving public health services' effectiveness in preparing for and
dealing with emerging systemic risks.

o Create frameworks for co-operation. Design or expand, on a case-by-case
basis, co-operation mechanisms conducive to multilateral dialogue and
to an internationally consistent assessment of risks. On controversial
issues, for instance, what is required is advice from an international
scientific committee, founded on irrefutable expertise and genuinely
independent.

5. Make better use of technological potential and enhance research efforts.

o Improve support for promising new technologies. Review the interface
between the public-good characteristics and the commercial dimension
of key technologies, such as communication means, remote sensors,
satellite launchers and space applications. Explore in particular
whether new business models and new public-private partnerships
are required.
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o Explore and develop tools that reduce the vulnerability and increase the resilience
of systems. Inter alia, develop technological tools to detect and reduce
structural weaknesses in key installations infrastructure (dams, bridges,
railways, etc.), in particular remote sensing technologies.

In addition, the report identifies a set of areas where further OECD work
can contribute to better addressing the challenges created by emerging
systemic risks. Among these, the report proposes that the OECD carry out a
series of voluntary country reviews on risk management, focusing on the
consistency of related policies and on their ability to deal with these challenges,
present and future.
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Chapter 1

Emerging Systemic Risks

Abstract. This chapter sets out the scale of the growing problem of
emerging systemic risks and the factors underlying their development.
The increasing incidence and impact of natural, technological and health-
related hazards are examined for a number of selected risk areas. This is
followed by a review of the main driving forces and prospects for the
changing nature and context of risks, which leads to the identification of a
set of cross-cutting issues deemed critical for the management of risks in
the years to come.
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Executive Summary of Chapter 1

Risk refers to the combination of two factors: the probability that a potentially
harmful event will occur; and the potential damage such an occurrence would cause.
This report is interested in a category of risks that has received considerable attention
in OECD countries in recent years, namely systemic risks. A systemic risk, in the
terminology of this report, is one that affects the systems on which society depends
— health, transport, environment, telecommunications, etc.

According to more than one measure, the damage caused throughout the world
by many major risks appears to have increased in recent decades. The impact of
natural disasters, especially floods, storms and droughts, has risen steeply since the
early 1960s. In the past decade alone they have resulted annually in 79 000 fatalities
and affected 200 million people. Numerous infectious diseases, some of which were
long thought to have been conquered, are staging a comeback, and new ones are
emerging with devastating effects in some parts of the world. Technological disasters
such as explosions, fires and transportation accidents have also evolved rapidly since
the early 1970s, with annual fatalities over the last decade averaging 8 000. According
to some estimates, total financial costs arising from disasters have risen from
USD 2 billion to USD 70 billion a year between the 1960s and 1990s.

Significant changes have occurred in recent years in the nature of major risks, and
further changes can be expected in the future — both in the range of risks themselves, and
in society’s capacity to manage them. The forces at work are varied, ranging from
demographic, through environmental and technological, to socio-economic:

o World population is expected to rise by 50% in the next fifty years. The bulk of the
increase will occur in developing countries, in particular in large urban centers,
often with poor sanitary conditions. Populations will become substantially older, in
particular — but not only — in OECD countries. Migration may intensify, due to
economic motives, or to deterioration of the environment.

o Global warming will continue, and will lead to increased precipitation and to more
frequent extreme climatic conditions in many regions of the world - be it droughts,
storms or floods. Freshwater reserves will come under increased pressure and
competition, and biological diversity may decrease.

o The frontiers of scientific discovery and technological innovation will continue to
expand at breathtaking speed, sometimes before all of their implications have been
thought through. Emerging technologies in the area of life sciences alter living
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matter — and therefore have the potential to change the environment — on an
unprecedented scale. Connectedness will be enhanced with the development of
trade, transportation, and communication throughout the world.

o Competition and technological change will lead to higher concentration and larger
scales in some economic sectors. Income inequalities and pockets of poverty could
well persist both within and between countries. And in countries where the role of
the State has been modified by privatization and deregulation, where actors ranging
from NGOs to international organisations have a growing influence, and where the
media contributes to shaping public opinions, the context of governance will be
radically different from the past.

Such forces of change can be expected to give rise to five critical issues for risk
management in the future:

o With heightened mobility of people, goods and services, capital, and information, risks
are becoming more complex, i.e. subject to a greater number of influences. At the same
time, our understanding of the complexity of natural and social phenomena is
improving. In order to cope, risk management has to develop new approaches and tools,
such as those used in the management of safety within large engineered systems.

o Concentration and increasing scale aggregate risks. The various phases of risk
management, from emergency services to insurance schemes, have to adapt to the
increased possibility of large-scale disasters in the future. At the same time, the
costs of and alternatives to concentration look set to become important issues for
risk management strategies.

o As underlying conditions of risk — from climate to pathogen resistance — change, risk
management policies based on past records and experience are likely to be
increasingly faced with “surprises”. How to account for evolving conditions will
become a central issue in the handling of many risks. This will entail, in particular,
a framework for dealing with major uncertainties and gaps in scientific knowledge.

e Roles and responsibilities in the management of risks have been modified by
regulatory reform and societal change. This generates two major issues for the
future of risk management: first, defining clearly who is in charge of safety and
clarifying the influence of various economic and social factors in the safety
performance of organizations; second, adapting the use of many varied policy tools
to this new context, from provision of information to tort law.

o Social attitudes toward risk are becoming by and of themselves an important
element of risk issues. Risks increasingly need to be managed in a way that is
commensurate with societal views and perceptions. This entails a better
understanding and evaluation of risk perception, and establishing two-way
communication channels between risk managers and stakeholders.

The implications of each of these critical issues for the various elements of the risk
management cycle are explored in the following chapters of the report.
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Risks are a major public concern in OECD societies today. The health
consequences of Bovine Spongiform Encephalopathy (BSE), the link between
climatic “accidents” and global warming, the vulnerability of information
systems to external attacks, and the security of genetically modified foods are
but a few examples of important risk debates that have emerged in recent
years. Reactions to such risks, whether actual or perceived, have had
considerable economic, social and even political consequences in numerous
countries.

Looking further ahead, the indications are that major disasters of various
kinds are more likely to occur. Many conventional risks look set to take on new
forms, and new major hazards are emerging - some characterised by both
extreme uncertainty and a potential for extensive and perhaps irreversible
harm. These trends point to a marked future increase in the probability of
major vital systems (technological, infrastructural, ecological, etc.) being
severely damaged by a single catastrophic event (natural or man-made), or a
complex chain of events.

The emphasis of this report is on such risks. It is this particular focus,
together with the need for a holistic approach to risks in the future, that
underlies the notion of emerging systemic risks. Defining more precisely what
constitutes an emerging systemic risk entails some clarification as to what is
meant by risk, a challenging task.!

In the simplest of terms, risk refers to potential damage caused by a
single event or series of events. More technically, however, risk can be
considered the combination of two factors. First, there is the probability of the
occurrence of a hazard: a potentially harmful event which might itself be
influenced by various factors. To the extent that events are reasonably
predictable in their timing, location and scale, they are not considered in this
report to be hazards but rather trends or evolutions shaping the development
and context of hazards (the case, for example, with ageing populations and
climate change). The second factor, vulnerability, reflects the potential
damage inflicted by the occurrence of a hazard in terms of both direct and
indirect consequences. Departing from such a broad definition, the report
focuses on a specific kind of risks, i.e. on particular categories of hazards and
vulnerabilities.
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Hazards come in many forms. At one end of the spectrum there are those
that threaten the functioning of markets, the stability of macroeconomic
conditions (inflation, unsustainable public finances) or political stability.
These are not the concern of the present report. It is the other end of the
spectrum that is of interest here, namely threats to health and human life,
property, infrastructures and the environment.

By extension, vulnerability is a measure of the exposure of human lives,
health, activities, assets or the environment to the potential damage caused
by such hazards occurring. The source of the hazard may be a natural disaster
or a technical accident; it may be related to a new disease or be attributable to
terrorist activity. In the approach adopted in the report, therefore,
vulnerability covers both th